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Similar to unraveling a math word problem, Security Intelligence: A
Practitioner's Guide to Solving Enterprise Security Challenges guides you
through a deciphering process that translates each security goal into a set of
security variables, substitutes each variable with a specific security technology
domain, formulates the equation that is the deployment strategy, then verifiesthe
solution against the original problem by analyzing security incidents and mining
hidden breaches, ultimately refines the security formulaiteratively in a perpetual
cycle. You will learn about:

- Secure proxies — the necessary extension of the endpoints

- Application identification and control — visualize the threats

- Malnets — where is the source of infection and who are the pathogens

- Identify the security breach —who was the victim and what was the lure
- Security in Mabile computing — SNAFU

With this book, you will be able to:

- Identify the relevant solutions to secure the infrastructure

- Construct policies that provide flexibility to the users so to ensure productivity

- Deploy effective defenses against the ever evolving web threats

- Implement solutions that are compliant to relevant rules and regulations

- Offer insight to devel opers who are building new security solutions and
products
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Editorial Review
Review

“This book should help any devel oper, researcher, designer, architect, and even strategist to develop not just
solutions, but good solutions, in this dense and evolving area...It could be used as a foundation to certify
newcomersto the (security) field and will challenge (professionals) on a horizon of skills beyond security,
networking, software design, and system architecture.”

—Arnaud Taddei, Director of Security Solutions Architecture, Symantec

“1 was looking forward to reading Security Intelligence: A Practitioner’s Guide to Solving Enterprise
Security Challenges as away to learn about the Symantec Blue Coat Security Proxy in support of my work at
Symantec. However, | was soon pleased to discover that the book is much more than that. While the
coverage of security proxiesisindeed comprehensive, the book more broadly takes on the task of guiding the
reader to an understanding of network security asawhole...

The book is clearly written in an approachable conversational style that is careful not to slip into undefined
jargon or assume specialized background of the reader, making it an excellent entrée to what is sometimes an
inaccessible field.”

—Michael Spertus, Symantec Fellow at Symantec and Adjunct Professor, University of Chicago

From the Back Cover
I dentify, deploy, and secure your enterprise

Security Intelligence, A Practitioner's Guide to Solving Enterprise Security Challenges is a handbook for
security in modern times, against modern adversaries. As leadersin the design and creation of security
products that are deployed globally across a range of industries and market sectors, authors Qing Li and
Gregory Clark deliver unparalleled insight into the development of comprehensive and focused enterprise
security solutions. They walk you through the process of translating your security goals into specific security
technology domains, formulating the best deployment strategies, and verifying the solution by analyzing
security incidents and divulging hidden breaches.

This guide provides detailed coverage of key enterprise security topics while demystifying technologies such
as Next Generation Firewall. Through an in-depth look at proxy design and its policy enforcement engine,
maware, malnets, and application proxies, you'll easily discover the foundation needed for a careful analysis
while gaining deeper comprehension of security policies for application-specific proxies, application
classification and control, security data analysis, and mobile security. You will learn the most effective
solutions, technol ogies, and methodol ogies that can be implemented to monitor for, guard against, and
mitigate security threats.

Security Intelligence makes enterprise security concepts, solutions, and practices accessible to all security
engineers, developers, and corporate I T staff and shows you how to:

- |Identify relevant solutions to secure critical infrastructure
- Congtruct policiesthat provide flexibility to the users and ensure productivity
- Deploy effective defenses against rapidly-evolving web threats



- Implement solutions that comply with relevant rules and regul ations
- Build new security solutions, policies, and products within the enterprise context

About the Author

Qing Li is Chief Scientist and Vice President of Advanced Technologies for Blue Coat Systems, a
worldwide provider of security and network systems. He has 17 issued patents, has received multiple
industry awards and has been an active speaker at industry conferences and an active voice in the technology
media around the world. Gregory Clark is currently the CEO of Blue Coat Systems, aworldwide provider
of security and network systems.

Users Review
From reader reviews:
Marilyn Daniels:

Book is actually written, printed, or outlined for everything. Y ou can understand everything you want by a
reserve. Book has a different type. Asyou may know that book isimportant point to bring us around the
world. Beside that you can your reading ability was fluently. A reserve Security Intelligence: A Practitioner's
Guide to Solving Enterprise Security Challenges will make you to be smarter. Y ou can feel far more
confidence if you can know about every thing. But some of you think that open or reading any book make
you bored. It isfar from make you fun. Why they are often thought like that? Have you looking for best book
or ideal book with you?

Mavis Strain:

Security Intelligence: A Practitioner's Guide to Solving Enterprise Security Challenges can be one of your
beginner books that are good idea. Most of us recommend that straight away because this reserve has good
vocabulary that may increase your knowledge in terminology, easy to understand, bit entertaining but still
delivering the information. The writer giving his/her effort to set every word into joy arrangement in writing
Security Intelligence: A Practitioner's Guide to Solving Enterprise Security Challenges yet doesn't forget the
main point, giving the reader the hottest and based confirm resource details that maybe you can be certainly
one of it. This great information can drawn you into brand new stage of crucial imagining.

Jessica Ball:

Aswe know that book isimportant thing to add our expertise for everything. By areserve we can know
everything we wish. A book isalist of written, printed, illustrated or blank sheet. Every year has been
exactly added. This reserve Security Intelligence: A Practitioner's Guide to Solving Enterprise Security
Challenges was filled with regards to science. Spend your extratime to add your knowledge about your
scientific disciplines competence. Some people has severa feel when they reading the book. If you know
how big benefit of abook, you can sense enjoy to read areserve. In the modern eralike currently, many
ways to get book that you simply wanted.



Curtis Swasey:

Reading a book make you to get more knowledge from it. Y ou can take knowledge and information
originating from a book. Book is created or printed or highlighted from each source this filled update of
news. In this particular modern eralike right now, many ways to get information are available for you
actually. From media socia such as newspaper, magazines, science e-book, encyclopedia, reference book,
story and comic. You can add your understanding by that book. Are you hip to spend your spare time to open
your book? Or just in search of the Security Intelligence: A Practitioner's Guide to Solving Enterprise
Security Challenges when you required it?
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